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Smart, pervasive Augmented Reality (AR) glasses are making their way out of the research labs. Many big tech companies are working
on developing these promising next-generation interaction devices, and apps and services around them. When integrated with
emerging face recognition technologies (FRT), Pervasive AR glasses can become powerful everyday tools. However, little is known
about their acceptance, perceptual, and ethical ramifications. To address this, we developed a Pervasive AR technology probe with
functional FRT and conducted an empirical study with 54 participants in a public environment. We collected interview data regarding
perceived ethics about combining Pervasive AR with FRT. We developed five dominant themes informing the potential concerns and
characteristics. Based on those findings, we propose to develop future Pervasive AR systems around principles of symmetry and
consent—what we call a Kantian approach. We hope that our research will inform the design and development of near-future smart
glasses.
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1 Introduction

Augmented Reality (AR) is rapidly transitioning from a single-application display technology [6, 84] to a context-aware,
omnipresent technology [24, 67, 68]—Pervasive Augmented Reality. Pervasive AR delivers continuous AR visualisations
embedded in our environment via inconspicuous devices that increasingly resemble regular spectacles [33]. Context-
aware Pervasive AR systems deliver tailored content by drawing on prompts from always-on sensors, such as cameras
and microphones, taking into account the user’s surroundings—including locations, objects, and bystanders1 [86]—to
construct the user’s context at any given moment.

We believe that Pervasive AR will leverage real-time face recognition to scrape information about a user’s bystanders.
Real-time face recognition has shown promise in several applications, including assisting those with difficulty memo-
rising faces [88], emotion analysis for neurodivergent individuals [9, 51], recognition support for visually impaired
persons [48, 95], and social contexts such as recalling individuals the user has previously met [69].

As AR gains popularity, driven by substantial investments from major technology companies such as Meta, Apple,
Google, and Snap Inc [28], there is growing interest in implementing face recognition and reverse-image search on
these devices [53], which has been shown to be technically straightforward [34]. Several existing services2 already
allow reverse face searches to obtain any publicly available information on individuals.

However, few studies have explored the social, behavioural, and ethical implications of deploying such a powerful
technology. Early initiatives like Google Glass and the Aria project serve as cautionary examples [5], escalating the
need for designing future Pervasive AR systems responsibly by proactively addressing their ethical implications.

Looking ahead, we anticipate that access to face-recognition-based information will be tiered, similar to the levels
offered by existing reverse-image search engines (see Figure 2). In such systems, a user’s subscription level would
determine both their access to others’ FRT-based information3 and their ability to control how they are presented
to other pervasive face recognition4 users. To explore the ethical implications of such a system, we conducted a
54-participant study, exposing participants to a functional pervasive face recognition probe in an ecologically valid
environment—a public café—thus simulating a near-real Pervasive AR scenario. Moreover, the face recognition model
was trained on participants’ photo data and deployed via subtle AR devices—Brilliant Frame (see Figure 3)—to mitigate
previously reported participant concerns regarding the suitability of AR devices’ form factor for everyday use [61, 62].
To further ensure ecological validity, we scraped information about participants using PimEyes to be served upon
recognition.

In this study, we attempt to identify the ethical and social implications of receiving information about others
in social interactions via pervasive face recognition. To this end, we have defined the following two research
questions, focusing the scope of our exploration:

1In this study, a “bystander” refers to any individual present in the same environment as a Pervasive AR user. Bystanders could be other Pervasive AR
users or non-users.
2e.g., www.pimeyes.com, www.socialcatfish.com, and www.facecheck.id
3Personal information retrieved by recognising an individual via FRT.
4We refer to Pervasive AR with face recognition capabilities as “pervasive face recognition”.
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Fig. 2. This image depicts the access levels (subscription models) offered by three existing reverse image search engines. PimEyes
(left), FaceCheck ID (middle), and Social Catfish (right). Each engine requires a paid subscription to access the original sources of the
identified search results.

RQ1: What are the ethical and social implications of role-based exchange of pervasive face recognition-based
information?
RQ2: What are the ethical and social implications of receiving scraped information via pervasive face recognition?

We intend to inform the responsible design of future Pervasive AR systems through our qualitative findings on users’
and non-users’ perceptions of pervasive face recognition.

2 Related Work

Pervasive AR is a ubiquitous technology that continuously augments a user’s environment with tailored information
Grubert et al. [33]. Its context-aware capabilities are enabled by always-on sensors that constantly scan the user’s
surroundings. We anticipate that by scanning a user’s environment, the system will recognise bystanders via FRT and
deliver the obtained information to the user. In exploring this scenario, Perera et al. [63] reported several ethical and
behavioural implications, creating numerous opportunities to further explore how ethical the use of pervasive face
recognition systems would be—especially in a public space, as opposed to in a lab environment. We aim to explore the
ethical and behavioural implications of pervasive face recognition systems in public settings, particularly when these
systems deliver role-based scraped information to users about bystanders.

2.1 Applications of Real-Time FRT

FRT is most commonly deployed in security and law enforcement contexts. For example, they are widely used in airport
security for border control and monitoring the arrival and departure of persons of interest [4], and at various stages of
U.S. law enforcement procedures [30]. During COVID-19, FRT was also adopted for access control in public spaces [58].
In China, large-scale surveillance systems such as “Skynet”, equipped with over 560 million cameras, demonstrate the
extensive public deployment of FRT [65].

Beyond security and surveillance, FRT has also been applied in assistive technologies, including support for visually
impaired individuals [48, 95], those with difficulty recognising or remembering faces [88], and individuals who struggle
with interpreting emotions [9, 51]. Additionally, FRT has been proposed as a social aid, such as Billinghurst and Starner
[11]’s vision of a wearable that recognises a handshake, triggering FRT to display contextual details about the other
person.
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Worstall [92] highlights the appeal of FRT-enabled AR glasses that can discreetly remind users of names and past
meetings. Rhodes [69] emphasises the value of context-aware wearables for task recall, noting the role of face recognition
in supporting social interactions. Similarly, Utsumi et al. [87] present a mobile real-time FRT system to enhance human
memory, while Singletary and Starner [74] also explore how FRT can improve memory and detect social interactions
with minimal device interruptions.

In more recent developments of FRT delivered via AR devices, Meta announced that they intend to deliver face recog-
nition capabilities through their upcoming AR device [53]. Hill [34] reports on two undergraduates who implemented a
real-time face recognition apparatus via a Ray-Ban Meta device. This application, in particular, sparked a very important
dialogue on FRT on wearables and their social implications. These undergraduates streamed the live video captured
via their Ray-Ban Meta glasses to a face detection algorithm, which, when a face is detected, would search for that
person using PimEyes. Then, using those results, they further scour through databases such as the voter registration
database to identify the person’s name, address, and phone number. Finally, all these sources are compiled through a
large language model (LLM) and are returned to the user 5. In 2015, Wassom [89] noted that though major companies
so far have shown restraint in employing FRT, it is too attractive a feature to be expected to be kept off of AR devices
for long. Furthermore, they claim that facial privacy would be more effective when delivered by the market than by law
enforcement. Similarly, Learned-Miller et al. [47] claims FRT-enabled surveillance could threaten a person’s right to
anonymity in public, disrupting freedom of speech and discouraging association with certain individuals. Besides the
privacy and data collection issues, the inaccuracies of the existing face recognition algorithms also pose a major threat
to those being detected.

Albiero and Bowyer [2], through their experimental findings, state that female faces are inherently more similar to
each other than male faces, causing face recognition systems to present a gender bias. Similarly, existing face recognition
models have shown certain levels of racial bias [16]. When used in law enforcement applications, these biases then put
the burden of proving oneself on potentially innocent people [50].

Furthermore, FRT adoption trends vary across countries and even within states, largely depending on existing privacy
and data protection legislation [4, 27]. For example, the EU’s Artificial Intelligence regulation distinguishes between
public use of FRT and applications such as device unlocking. Under Article 9 of the GDPR, biometric data may only be
used for identification with an individual’s explicit consent, unless specific exemptions apply (e.g., law enforcement).

While privacy and data collection are surely of great concern, when used on unassuming bystanders, FRT poses ethical
conundrums, too [34]. We assume pervasive and social FRT would alter our interactions as they deliver unprompted
information about those we meet. Bar et al. [8] claim that first impressions are formed within the first minute of meeting
someone. Accordingly, we anticipate that the information a user receives about another individual will inherently
contribute to that individual’s self-presentation and influence the impression formation process. Thus, in the following
section, we briefly review existing literature on self-presentation and first impressions.

2.2 Self-Presentation

In the case of pervasive face recognition, the unprompted information the devices provide about a person will count as
the first impression of that person, thus reducing the control a person has to mould their presentation to others. Goffman
[32] state that individuals “stage” themselves—self-presentation—to be perceived a certain way by the “audience”. Kim

5www.youtube.com/watch?v=S6pYBEYRRaE
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Fig. 3. This image depicts the evolution of AR Head Mounted Devices’ (HMD) form factor over the years. Microsoft HoloLens 1 (left),
Snap Spectacles 2021 (middle), and Brilliant Frame (right).

and Baek [39] claim that selective self-presentation involves sharing mostly positive information about oneself to be
perceived more favourably by others; Goffman [32] refers to this as the idealised self-presentation.

A considerable body of work investigating self-presentation via social media and avatars already exists [7, 21, 35].
DeVito et al. [21] discuss different attributes of social media platforms (e.g., types and ephemerality of content) that
affect a user’s self-presentation. Similarly, Hollenbaugh [35] note that users’ self-presentations are based on: social
media affordances, anonymity, persistence, and visibility. Litt [49] identifies different elements that determine the
imagined audience an individual bases their online self-presentation on, stating that most users consider their imagined
audience to be their most contacted peers.

Freeman and Maloney [29] examine self-presentation in social VR, showing the importance of expressing one’s
cultural identities and using voice modulators for authentic self-presentations. Similarly, Kytö and McGookin [46]
explore how self-curated representations can be useful at all stages of a conversation. Moreover, Chung et al. [17]
explore the interactions between AR users and non-users, claiming that non-wearers deemed the loss of control over
their self-presentations when wearers would project augmentations on non-wearers, a critical issue.

In this work, we aim to forecast the ethical implications of pervasive face recognition based on the behavioural and
social changes it brings about. Therefore, in the next section, we briefly discuss existing frameworks that enable such
mappings.

2.3 Ethical Frameworks

Morals are self-defined guides that distinguish what is right and wrong, influenced by one’s socio-cultural background,
upbringing, and values instilled (as per the Aristotelian view of morals). Alternatively, ethics is a universal set of rules
rooted in morals that society believes to be a framework for acceptable conduct [70]. In the last decade, more attention
has been paid to ethics in emerging technologies [15, 55, 81]. Especially with a focus on ethics related to Artificial
Intelligence (AI) [3, 42, 56, 75, 80].

Following a thorough comparison of existing frameworks, such as Wright [93]’s framework for the ethical impact
assessment of information technology and Brey [15]’s anticipatory technology ethics, we adopt Stahl et al. [81]’s
Ethical Issues of Emerging ICT Applications (ETICA) framework to address our research questions. Stahl and Eke
[80] note that there are significant overlaps among these three frameworks. ETICA examines issues related to explicit
morality and moral intuitions [79] through a pluralist approach that encompasses both ethical and social concerns. Most
importantly, the ETICA framework was developed by analysing the ethical implications of 11 core technologies, one of
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which is AR. Moreover, Stahl et al. [81] provide guiding questions that enable us to map issues identified in different
technological contexts to specific categories of ethical implications. The categories are, 1. Conceptual issues and ethical
theories—addressing issues relating to the conceptual clarity regarding the technology, 2. Impact on individuals—address-
ing issues that affect an individual’s rights and their well-being, 3. Consequences for society—encompassing concerns
that affect a group or society as a whole, 4. Uncertainty of outcomes—investigating unforeseen uses and behaviours of
technologies and their implications, 5. Perceptions of technology—encompassing consequences of technology displaying
anthropomorphic behaviours, autonomy, and its ability to replace humans, and 6. Role of humans—addressing issues
arising from the technology’s influence on how individuals view themselves, others, and their interactions.

2.4 Research Gap and Summary

Pervasive AR is an imminent ubiquitous technology that will continuously deliver tailored augmentations to its
user, including information about their bystanders scraped from the internet. This will bring about numerous social
and behavioural changes with ethical implications. Although there exists a vast body of work debating the social
acceptability and the ethics of FRT, there is only limited work that explicitly explores FRT via Pervasive AR (pervasive
face recognition). We are by no means attempting to justify the facial data collection of systems such as the Aria project
by Facebook [25], but instead we intend to explore further the potential boundaries that may need to be imposed and
the contexts in which facial recognition will deliver a value proposition to users as opposed to being a threat to their
privacy.

Although Perera et al. [63] explored the ethical implications of pervasive face recognition, the study was conducted
in a controlled lab environment and did not employ face recognition that delivered scraped information. However, we
recognise that pervasive face recognition needs to be explored in ecologically valid conditions. Thus, we conducted
a study in a public setting, a café with bystanders present, using a technology probe with functional FRT trained on
participants’ photo data, as opposed to merely emulating its functions. Additionally, the information about participants
was scraped from the internet using an existing reverse image search service, PimEyes, as opposed to participants
submitting their own information (cf. Perera et al. [63]), which would have created a false sense of security. While Perera
et al. [63] stated that participants conveyed concerns about non-users being recognised via pervasive face recognition,
this was not explicitly explored. This is a crucial investigation as non-users are always present in real environments
and must be considered when shaping the ethical and responsible design of Pervasive AR (cf. Stefanidi et al. [82]).

3 A Study on Pervasive Face Recognition

Pervasive face recognition has now become a near-future scenario [34, 53] and has already been empirically examined
[63]. However, the study described by Perera et al. [63] was limited to a controlled lab environment. In contrast, we
exposed participants to ecologically valid conditions—specifically, a real public café setting, utilising a technology
probe [36] with functional FRT that delivers scraped information. The use of a functional technology probe has been
previously used to explore similar concepts [23, 72]. Accordingly, this study was designed to examine the ethical
and social implications of: 1. receiving information about others in social interactions via Pervasive face-recognition;
2. pervasive face recognition on different user roles; and 3. pervasive face recognition based on the type of information
shared and received (curated information versus scraped information). To address this aim, participants were assigned
to different roles (paid users, free users, and non-users).
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Table 1. User roles and role-based control over self-presentation and access to information about recognised users. *Information
scraped in advance from the internet. **Self-curated information by participant.

Control
Role

Non-User Primary User

Free Paid

Self-Presentation Disabled Disabled Enabled

Access to info- Non-Users None None Scraped*

rmation about: Free Users None Scraped* Scraped*

Paid Users None Curated** Curated** + Scraped*

3.1 Study Design

This study was approved by the University of Otago Human Ethics Committee. All participants took part in the study
across two sessions and were exposed to the following conditions:

1 Kantian Condition
This condition served as the baseline for the study. Participants only saw each other’s names through the glasses,
thus creating a symmetric exchange of information. The design for the Kantian condition is inspired by Emmanuel
Kant’s principles, the categorical imperative and universalisability. Categorical imperatives are commands that
all must universally and unconditionally follow, and universalisability states that individuals should only act in
ways which could be applied to all without contradiction, thus symmetrical [37].

2 In-the-Wild Condition
During this exposure condition, participants saw role-based information about individuals who were recognised
through their glasses. Different roles had different levels of access to different types of information (see Table 1),
creating an asymmetric exchange of information.

As part of the study design, we assumed that users’ access to pervasive face recognition-based information will be
tiered much like paid access versus free access in most reverse image search systems available (see Figure 2). We further
opted to tier the control of one’s own presentation via the face recognition system, as this was an aspect of control
that participants felt strongly about, as noted in Perera et al. [63]. Therefore, we established the variable Role with
sub-levels as follows:

1 Primary User: Represents pervasive face recognition users.
1.1 Free User: Represents pervasive face recognition users who have access to fewer privileges of the system,

similar to a free version.
1.2 Paid User: Represents a class of primary users who have elevated access. Similar to advanced access obtained

by subscribing to a paid service as opposed to the free version of the same service.
2 Non-User: Secondary Actors [17]. Participants without pervasive face recognition systems.

The primary user roles are distinguished based on the level of Control they possess. This control attribute of primary
user roles is similar to the dependent variable control explored by Perera et al. [63]. The control variable has two levels:

1 Control of self-presentation
2 Control of access to information
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8 Perera et al.

Fig. 4. This image depicts the level of information that different user roles had access to when interacting with other user roles.
Curated information is shown in yellow font, and scraped information is shown in white font. (PoV: Point of View)

These two variables affect each type of primary user differently. Paid users have complete control of their own
self-presentation and more access to others’ information, compared to free users (see Table 1). A user-controlled
self-presentation is referred to as curated information. Curated information about a primary user is therefore written up
by the primary user themselves, similar to social media presentations, which are often idealised self-presentations [32].
In our study, only paid users are allowed to project such curated self-presentations of themselves. Meanwhile, free
users’ presentations are created with publicly available information about them, referred to as scraped information.

Seeing as how the different levels of the variable, role, are mutually exclusive to others with different roles being
present in the environment, this variable is applied between-subject (see Figure 4). This simulation of different roles
created an asymmetry of information. The findings from Perera et al. [63] suggested that participants favoured an
idealised symmetric exchange of information. Thus, as a baseline, all participants were exposed to the Kantian condition
in pairs (similar to the study design of Perera et al. [63]), prior to the In-the-Wild condition.

The Kantian condition served as an opportunity for participants to familiarise themselves with the AR glasses,
especially for those assigned to the role of non-users. Ensuring this experience for non-users was important to provide
all participants at least a vague idea of what others might be seeing via pervasive face recognition.

3.2 Procedure

Recruitment—Participants filled in a survey that allowed them to make a “profile” for themselves. This profile was
a word description of themselves limited to a maximum of 80 characters (i.e., curated information). We asked the
participants how they would describe themselves to someone they are meeting for the first time, with the following
example, “Computer Science student from Otago University. Interested in Mixed Reality.”

Session 1—Participants first attended a brief 5-minute session. During this session, we explained the purpose of the
study and captured two 1-minute videos of each participant’s face from different angles and under different lighting
conditions, both with and without the AR glasses. This data was subsequently used to construct the training dataset for
the face recognition model.
Manuscript submitted to ACM
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Session 2—Was attended by six participants at a time; two participants each as paid users, free users, and non-users
(see Figure 5). All participants were onboarded by completing a demographics questionnaire and being introduced to
the concepts of Pervasive AR, FRT, and the aim of the study. They were then exposed to two conditions.
Kantian Condition (3 min): The participants introduced themselves to each other while wearing AR glasses that
displayed each other’s names. Following this session, they answered a questionnaire based on their experience.
In-the-Wild Condition (10 min): This condition was conducted in a café open to the public. Participants were told
the following before the condition began:

1 There are two types of information displayed about others, a) information the detected person themselves has
written up about them during recruitment (curated), and/or b) information scraped from the internet about a
detected person (scraped).

2 Self-curated information will only be displayed about paid users (see Figure 4),
3 Scraped-information-based descriptions will be displayed about free users (see Figure 4),
4 The role of the person recognised is displayed next to their name on the AR glasses,
5 Only paid users see information about non-users, and that information is scraped (see Table 1),
6 Only paid users can see scraped information about other paid users in addition to the curated information, and
the scraped information can be accessed by tapping on the glasses (see Figure 4), and

7 Free users see curated information about paid users, scraped information about other free users and no information
about non-users.

The four participants in the roles of paid and free users were given AR glasses to wear for this condition, and all
participants were advised to head down to the public café to find a suitable partner to attend a pub quiz with. Each
participant was given a card with a pub quiz category (e.g., geography, pop-culture, sports, etc.). However, the task was
only designed to encourage participants to interact with others in the environment.

Each session included 2–4 actors who posed as regular café patrons seeking to form pub-quiz teams. The actors were
given a pub-quiz card and a $10 café voucher and were instructed to, 1. initiate organic interactions, such as introducing
themselves and discussing the pub quiz, 2. encourage participants to interact with other participants, 3. pretend not to
know about the glasses (although they had tried them on and experienced face-recognition themselves prior to the
sessions, as had the café employees), and 4. use the voucher to buy a primary user a coffee if the café is not too busy,
thus triggering the recognition of café employees organically (see Figure 5). All café employees were informed of the
study. Nine of the ten employees agreed to register with the face-recognition system either with their real details or
fictional details which were generated using ChatGPT. All actors and registered café staff were treated as non-users,
thus were recognised by paid users’ glasses and displayed as “Unknown” on free users’ glasses, much like any other
non-user (see Figure 5 and Table 1). However, when participants interacted with persons who were not added to the
system, such as the general public, the glasses displayed “Unknown”.

The café employees and actors allowed us to simulate a realistic, pervasive face recognition-based future where
bystanders are unpromptedly recognised by the system. Overall, there were five groups of people in the environment,
1. participants (𝑛 = 6); two participants per role, 2. café employees (𝑛 = ∼3), 3. actors (𝑛 = ∼4), 4. study facilitators
(𝑛 = 4), and 5. the general public.

Following this condition, all participants were ushered back into a study room where they answered the final
questionnaire. Following the completion of the questionnaire, all six participants sat with the researcher for a focus
group interview. The interview lasted about 20–35 minutes. Finally, participants were thanked for participating in the
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10 Perera et al.

Fig. 5. Overview of the two-session study procedure. Session 1 involved recording participants with and without AR glasses for
training data collection. Session 2 included the Kantian condition in a controlled setting and the In-the-Wild condition in a public
café, followed by a concluding interview.

study and presented with a $20 gift voucher as a token of appreciation. Once the study was completed, participants
were debriefed via email, 1. about the actors and café employees being pre-registered in the system as opposed to being
scanned and recognised in real-time, and 2. how the scraped information was manually collected by researchers instead
of being retrieved from the internet in real-time.

3.3 Materials, Apparatus and Implementation

Interviews andQuestionnaires—Wewere interested in the general themes of ethical implications from using pervasive
face recognition in public social settings, from the perspectives of the different participant roles and their effect on
the participants’ general behaviour in such situations. The guiding interview questions were adapted from the ETICA
framework [81]. The questions provided us a scaffold to guide the interview rather than a rigid list of questions.

All participants filled out two types of questionnaires. Upon attending session 2, participants completed a demo-
graphics questionnaire about themselves, and following each condition, participants completed a questionnaire with
12 items regarding their experience in the respective condition. The questionnaire was answered on a 1–6 Likert-like
scale. Eight questions were derived from the WEAR Scale6[38], and the remaining questions were developed by the
researchers using Stahl et al. [81]’s guiding questions. The questionnaire served as a probe to direct participants towards
our dimensions of interest during the interview. The questionnaire inquired about the system’s suitability for social
interactions, its potential for privacy and exploitation violations, and was intended to prompt participants to reflect on
these dimensions during the interview.

Training the Face Recognition Model—From in-lab testing, we determined that each person class requires
approximately 150 images for accurate predictions to be made. Using FFmpeg7 we extracted three frames per second
from the videos of participants shot during session 1. These frames were split into a training dataset and a validation
dataset (80-20), and were used to train the locally hosted face recognition model. These images were then preprocessed
using Multi-task Cascaded Convolutional Network (MTCNN)8 for face-detection-based image cropping to only include
human faces, thus removing any other noise the face-recognition model might learn on [19, 94].

The preprocessed dataset was used to train a Dlib-based face recognition model with Python bindings9 [31, 40, 41].
We first used the Dlib face recognition model to extract each person’s face embeddings from images. Embeddings are
128-dimensional vectors that define a face’s unique features. Once all embeddings are saved as a pickle file10, they are

6Used to evaluate social acceptability of wearable technologies.
7FFmpeg is a library used for handling multimedia files. We use it to extract frames from video files [26].
8A deep-learning based framework used for localising facial landmarks (such as eyes, nose, etc.), face detection and providing a bounding box around the
face.
9github.com/ageitgey/face_recognition
10A Python-specific format for storing Python objects as a serialised byte stream. Pickle files are commonly used for storing machine learning models [64].
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used to compare detected face embeddings with the previously extracted embeddings in real time. The model then
outputs the class name that best matches the detected face based on these comparisons.

Once the model recognised and output a name, it was used to query a database containing the user-role, curated
information, and scraped information for each registered individual. Using a predefined database allowed us to obtain
participants’ consent in advance, rather than scraping the web in real-time based on images captured through the
glasses during the experience, which would have subjected non-consenting members of the public to scanning. Prior to
each session, a reverse image search of participants was conducted using PimEyes, and a description of each participant
based on publicly available information as queried by the PimEyes search result (i.e., scraped information) was generated
and stored in the local database.

Information scraping with PimEyes was performed only for study participants by submitting a photo taken during
session 1 to the platform. The research team held a paid PimEyes subscription, whose privacy policy11 states that
uploaded images are used solely to provide lookup services and are never shared or sold to third parties. The policy
further specifies that all images and search data are deleted within 30 days of account deletion. Accordingly, the research
team deleted the PimEyes account promptly upon completing the final study session. This study underwent a rigorous
ethics committee review, and participants were informed prior to session 1 about the intended use of their photographs,
with the option to withdraw. The use of real scraped data was essential to ensure ecological validity and to inform and
raise awareness among potential future Pervasive AR users about the functionalities of the technology.

Technology Probe—The probe used for the study was deployed on Brilliant Frame AR glasses. These glasses do
not perform any processing onboard, but communicate with a host device via Low-Energy Bluetooth (BLE) to receive
information to display. Due to the BLE radius limiting how far users can move, we opted to have a smartphone as the
host device instead of the server itself. We implemented a mobile application12 that handles the Bluetooth connections
with the Frame AR glasses. The mobile application streamed images from the glasses to a server hosted on a private
wireless network, which returned the detected names and corresponding information.

Carrying the mobile phone around allowed users to walk around the café using the FRT-enabled AR glasses. The
Frame-based probe was also appealing due to the design of the glasses, as they resembled regular spectacles more than
the other AR glasses in the market, such as Snap Spectacles13, which are more similar to sunglasses. Participant roles
were predefined on the server side, and the corresponding information was delivered in JSON format based on these
role mappings. The API request from the mobile application defined the requester’s role as a query parameter. This
parameter was used to determine the type of information to be served (e.g., “/process?user_id=free”). The received
information was then converted to plain text and displayed on the Frames. The display only changed if the response
was different from the previously displayed response. Furthermore, if a known person was detected, we delayed further
scanning by three seconds to avoid slight movements returning a face-undetected response.

3.4 Data Collection and Analysis

Themain data for this studywere collected from interviews. The interviewswere recorded, transcribed and pseudonymised
using otter.ai. The primary author verified the transcripts for clarity against the original recordings. We followed the
inductive thematic analysis process prescribed by Thomas [85] and referred to Braun and Clarke [14], and Clarke and
Braun [18] for further clarifications when needed.

11pimeyes.com/en/privacy-policy
12We built this application based on the codebase provided here: github.com/CitizenOneX/frame_vision_api_impl
13www.spectacles.com/

Manuscript submitted to ACM

https://pimeyes.com/en/privacy-policy
https://github.com/CitizenOneX/frame_vision_api_impl
https://www.spectacles.com/


12 Perera et al.

We conducted the thematic analysis with the following steps: 1. The primary author read and re-read the transcripts
in their entirety for familiarisation. 2. The primary author then generated the initial set of codes. 3. A second author
independently generated a list of codes by studying a set of transcripts. 4. The two sets of resulting codes from parallel
coding were merged to create a single list of 70 codes. 5. The resulting categories were checked for clarity by the third
author. 6. The codes were iteratively categorised to develop themes and discussed among authors. Furthermore, we have
chosen not to quantify our qualitative findings when reporting to avoid unjustifiable generalisations by the readers, as
the interviews were semi-structured group discussions [54].

4 Results

This study was conducted with 54 participants (32F, 21M, 1D) following ethics approval. 20 participants were assigned
to the role of paid users, and 17 participants each to free users and non-users. The participants had a mean age of 25.4
and consisted of 45 university students and nine professionals. Participants were from 37 distinct disciplines, with the
two main groups being Computer Science (𝑛 = 8) and Health Science (𝑛 = 5). 35 participants responded that they had no
prior experience with AR, 18 responded they had some AR experience, and 1 responded they had much AR experience.

Although this study was primarily qualitative, participants completed a questionnaire following each condition. The
questionnaire was designed by the researchers to serve as a probing tool for the subsequent interviews and, as such,
was not validated. Therefore, we give limited significance to the quantitative results. However, we briefly report our
findings so as not to disregard our participants’ efforts. Overall, we were unable to find a significant difference between
scores for the different user roles (𝑝 = 0.665) with the mixed ANOVA test. We were able to find a significant difference
in scores for the Kantian condition and the In-the-Wild condition with a small effect size (𝑝 = 0.0001, 𝑑 = 0.38).

We analysed the interview data using an iterative inductive thematic analysis process, through which we developed
five themes that capture users’ perceptions of pervasive face recognition in real-world contexts. These themes provide
us with valuable insights into answering our research questions regarding the ethical and social implications of
pervasive face recognition, especially in terms of roles and the use of scraped information versus curated information.
These themes reflect users’ perceptions of curating self-presentation, the asymmetries introduced by information and
subscription models, their sense of control in using the system, the contrasts with traditional lookup methods, and
anticipated future social norms.

4.1 To Curate or Not to Curate

This theme reports participants’ reflections on the importance of managing their self-presentations. Self-presentation is
a dyadic relationship consisting of two elements. 1. Those who are presenting themselves (actors) in a certain way to
elicit a specific impression from others (audience) and 2. those who construct a certain impression of an individual
based on the presentation they put forth [32]. In this theme, we discuss both the elements of self-presentation and their
influence on the formation of first impressions. We discuss dimensions such as how the exchange of pervasive face
recognition-based information affects self-presentation and the resulting debate about the curation of one’s presentation
via Pervasive AR. The first dimension we report under this theme captures the problems participants identified regarding
the scraped information exchange.

Scraped Information Concerns—Participants expressed that the information displayed about them on others’
AR glasses affected their self-presentation, noting that the information available on the internet about a person is not
necessarily what they would choose to share in a first meeting, and attributed this concern to the scraped nature of
the information, which can project inaccurate or outdated presentations. Furthermore, they added that the scraped
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information could reflect a version of themselves they no longer identify with, and that the continuous visibility of past
mistakes through pervasive face recognition would make it difficult for individuals to reform and move on:

Leila (Non)14 : “Some of the glasses draw information from the internet, and that may not necessarily represent what

you want to share with other people.”

Most importantly, participants saw scraped information as a barrier to accurate self-presentation, as it influenced
the first impressions they formed of others. They noted that such information often preceded actual interactions,
which would have been crucial for impression formation otherwise. Besides the information itself, some participants—
particularly those in a user role—indicated that the use of pervasive face recognition systems itself could alter the way
they are presented to others in social interactions. Participants noted that consuming pervasive face recognition-based
information would be considered rude to the extent that users of the system would be perceived as intrusive individuals
or stalkers. Thus making users more self-conscious about using the system. Participants further suggested that such
perceptions could be sufficiently negative to result in social exclusion or ostracism:

Roman (Free): “If I see someone wearing those glasses, I’m going to be behaving slightly differently, probably etching away.”

Curation of Self-Presentation and Reasons—This dimension reports participants’ reflections on actively curating
their self-presentation through Pervasive AR systems, rather than leaving it to be determined by scraped information.
Participants stated that, given the option to curate their own presentation, they would rather curate it themselves. They
further claimed that the action of curating one’s own self-presentation via pervasive face recognition systems mirrors
the ways in which people presently adapt their self-presentation to suit different social contexts.

Participants also identified ways in which curating their self-presentation through pervasive face recognition could
add value to their social lives. They identified that it could become a medium through which they can portray their
most authentic selves, bypassing current social constructs that limit their ability to do so (cf. Sim et al. [73]). Much like
indicating pronouns on social media or in email signatures, this system enables individuals to project their true selves
in real-time social interactions, aligning with Goffman [32]’s concept of the idealised self-presentation:

Alex (Paid): “[For] trans people like myself, they may be able to put their pronouns on there, and that would be really

helpful.”

In contrast, rather than using the system to enhance the projection of their self-presentation, some participants
suggested that those with paid privileges might instead use it to remain anonymous by only sharing very little or no
information at all. This suggested use of curation would allow them to both maintain the present norms of interacting
with somebody, with the explicit choice of whom one introduces themselves to, and it would also allow users to remain
anonymous in social contexts that would otherwise project their information to other nearby pervasive face recognition
users.

However, curating one’s own presentation and receiving curated information about others were viewed differently
(cf. Sim et al. [73]). While curating one’s own presentation was deemed necessary and appealing for the reasons stated
above, participants believed that users with such privileges would be too dishonest in how they portray themselves. In
this regard, participants were at a crossroads. Adding further nuance to how curated presentations could be misused,
participants suggested that it might enable forms of catfishing in real-world social contexts. Specifically, paid members

14Participants have been pseudonymised. The role of the participant is indicated within brackets as “Non” for non-users, “Free” for free-users, and “Paid”
for paid-users.
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of pervasive face recognition systems exploiting their privileges to deliberately mislead and manipulate other users,
thereby creating an unsafe social environment:

Lucy (Paid): “[Curation] is encouraging dishonesty. So if you have the power to control exactly what it says up there, you

could easily manipulate somebody [...] and that could be really dangerous.”

In this theme, we reported our findings pertaining to participants’ views on curating their self-presentation and
implications of using scraped information to construct self-presentations, such as inaccurate first-impression formations.
In the next theme, we report on participants’ reflections on the asymmetry that pervasive face recognition creates in
terms of information, roles, tier-based privileges, and its influence on their behaviours.

4.2 Subscription-Induced Asymmetries

There were certain facets of asymmetry that emerged purely due to the study design, the subscription model of pervasive
face recognition we exposed the participants to, the privileges different tiers were entitled to, such as the ability to
curate a user’s self-presentation, and the glasses’ capabilities of performing FRT altogether. Participants commented
that the asymmetry created by pervasive face recognition was concerning and that it affected their social interactions
negatively.

Asymmetry from Role-Based Access to Information—Paid users received scraped information about non-users
in the environment, including participants in non-user roles, actors, and café staff. In contrast, neither free users nor
non-users had access to the same information, creating an asymmetry based on subscription roles. Participants found
this imbalance uncomfortable, particularly when most individuals in the environment were not paid, such as users.
They considered the ability of paid users to recognise non-users without reciprocal information especially problematic,
as it could create a social power imbalance. Consequently, participants suggested that the system should only recognise
other Pervasive AR users (cf. Perera et al. [63]):

Ross (Paid): “So I know who you are. You have no idea who I am, it just gets really creepy really quickly.”

This asymmetry was not only limited to paid users and non-users, but it also created friction between free users
and paid users. Although free users had access to the glasses, they felt they were at a disadvantage, as they could only
access information about other users. This disparity was evident to us when a free-user-participant approached us
during the In-the-Wild session. A free user, having seen a paid user recognise several non-users, came to us to inform
us that his glasses might be frozen because “most people are coming up Unknown”. In this case, we had to reiterate their
role and send them back into the environment.

Asymmetry From the Ability to Curate Self-Presentation—In addition to the role-based access to informa-
tion, participants were further concerned about self-presentation curation. While paid users projected a curated
self-presentation, free users were subjected to a self-presentation that was scraped from the internet based on informa-
tion from publicly available sources. Free users could not tell what would be displayed about them to other users, and
believed that this gave a sense of undue privilege to paid users, putting free users in a vulnerable position. Paid users
themselves recognised the unfair nature of this setup:

Alex (Paid): “Because there’s definitely a power imbalance there, especially when paid users can choose what other people

see about them, there’s the manipulation of information, and who gets to see what, and that creates inequality.”
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Asymmetry and Its Influence on Social Behaviours—As seen above, participants conveyed that such inequity
could create divisions between those with access to information and those without, further straining social connections
and deepening existing disparities. Most importantly, they believed this would reinforce income-based hierarchies,
especially when those with greater financial means can exploit those with fewer resources simply by affording a paid
subscription.

Participants highlighted several behavioural changes among the different types of users that were a result of the
asymmetry. Several non-users expressed that they felt disadvantaged and unable to engage due to the inequities the
system created. Especially, owing to the lack of information and the imbalance that was made increasingly apparent in
their interactions with paid users. This non-user describes the sense of impediment as follows:

Rachel (Non): “I didn’t have the glasses, so I found it difficult to make conversations. People knew everything about me,

and I couldn’t reciprocate.”

Another result of feeling disadvantaged was that it could lead to a sense of missing out and serve as the sole incentive
to adopt the system. Individuals would opt to buy the technology and even the subscription just to ensure that they
were not disadvantaged by their lack of access to the information. This sense of peer pressure is also exacerbated
by existing socioeconomic disparities and the desire to conform. The final behavioural change we identified came
from free users. Free users hinted at how they gravitated more towards other glass wearers solely because they would
receive information about them. Thus, they are discouraged from engaging with non-users. This aspect further informs
non-users’ notion of feeling disadvantaged or feeling left out. This could also worsen existing class segregations. This
free user stated their behaviour during the In-the-Wild session as follows:

Idris (Free): “As a free user, I tended to talk to the people with glasses more, because it could actually scan them[...].”

Need for Symmetry and Compensating Behaviours—The final dimension we report under this theme emphasises
participants’ call for symmetry. As a result of the outcomes reported above, participants highlighted the importance of
symmetry to preserve existing social norms. As this participant states, asymmetry creates an unfair social dynamic:

Kenny (Non): “Ideally, if we were going to have this, then everyone gets access to the paid membership, there shouldn’t be

a tier system because it’s an unfair aspect.”

Participants in user roles during the In-the-Wild condition, conveyed that they adopted certain compensating
behaviours to ensure non-users felt more comfortable. While some participants made up for the asymmetry by
volunteering more information about themselves to match what they were seeing about non-users they engaged with,
others opted to only reveal parts of the information they were receiving about non-users.

Asymmetry is a commonly explored theme related to Pervasive AR. It is also referred to as the problem of the
haves-and-the-have-nots [24, 62, 67]. This is one of the concerns we again identified in our context of pervasive face
recognition in social interactions, as reported above. However, we focused our reporting specifically on our context
of interest rather than the asymmetry arising from the general use of Pervasive AR. Thus, discussing the asymmetry
arising as a consequence of the role-based access, the privileges different users were entitled to and the resulting social
behavioural changes.

The next theme encompasses our findings on participants’ need for control in using pervasive face recognition
systems and their perception of control that the subscription model provides.
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4.3 Navigating Control

This theme discusses the multiple factors participants often highlighted concerning their sense of control during
the experience. We outline several elements of control that participants considered important should pervasive face
recognition systems become commonplace. The dimensions reported under this theme refer to the need for control in
terms of one’s own information and the sharing of it (consent), control over who can be identified via the glasses, and
control over the type of information a user receives about another.

Managing Consent, Privacy, and Information Disclosure—
Although the subscription model was designed to depict several aspects of control, such as the ability to curate one’s
self-presentation and access to varying levels of information about others, participants noted that it did not necessarily
ensure control and underscored the importance of consent. Participants expressed that the lack of explicit consent to be
identified was problematic because the study was designed so that the system allowed a user to walk into a café and
recognise everyone in their vicinity (cf. Hill [34]). Even participants in the role of users recognised the importance of
obtaining consent before searching for a detected person on the internet and recognising them.

By depriving bystanders of their right to consent, the use of pervasive face recognition invades their privacy.
Participants believed that scraping information violated others’ right to privacy. Participants discussed the privacy
implications of pervasive face recognition, especially the invasiveness of delivering publicly available information about
others to pervasive face recognition users without those individuals’ permission.

Furthermore, participants believed the lack of control over who they share their personal information with could
create unsafe and dangerous situations for those who are detected, leaving individuals in vulnerable circumstances
to be exploited by those who are receiving information about them. Thus, participants highlighted the potential for
the information and the technology to be used for malicious and manipulative purposes. However, some participants
also believed that the issue was more due to the novelty of the technology as opposed to it being truly an invasion of
privacy. They further stated that once the technology is widely used and accepted by the majority, the public will be
less concerned about these implications:

Leila (Non): “I think the more it becomes normalised, the privacy issue kind of starts to go away, because everyone’s

doing it.”

Managing Who Is Recognised—Based on the dilemma of consent, participants proposed several measures to
regulate who is recognised by the system. These measures would enable the recognition of specific individuals through
pervasive face recognition, rather than recognition based solely on proximity. In particular, participants suggested that
only people an individual already knows should be able to access information about that individual, rather than anyone
nearby recognising them simply by looking. Thus, ensuring each individual has control over whom they share their
information with. Similarly, participants identified assisting with remembering names of people they had already met
to be the only acceptable use-case for pervasive face recognition in daily life (cf. Rhodes [69]), thereby allowing users to
retain some control over who is recognised by the system. This sentiment is reflected in the following quote:

Jason (Paid): “I’m someone who’s very bad at remembering people’s names, so maybe that will be kind of helpful.”

Furthermore, participants believed that if the system was not implemented in a way that protects individuals’ right
to share, then the general public would opt to wear face covers in public as a control measure to regain control and
remain anonymous.
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Managing Incoming Information—The final dimension of control that participants highlighted as important
was the kind of information they received about others. Participants expressed that when one looks someone up
intentionally, they pick the sources of information they refer to, and that is often information curated by the individual
one is looking up. However, when the glasses perform face recognition, they often gather information from indirect
sources. Thus, the user no longer has control over picking which sources they refer to. Additionally, participants
believed that the inability to verify information themselves by consulting only trusted sources, as they would otherwise
do, could introduce new problems to their social interactions. They worried that the technology might misidentify
individuals and that relying on such system-generated results could negatively shape their interactions. This final
section on users’ need for control serves as a useful bridge to the next part of the findings. In the next theme, we
explicitly report our findings on participants’ perceptions of pervasive face recognition in comparison to performing
reverse face search using existing wearable devices such as mobile phones.

4.4 From Searching to Seeing: Contrasting Traditional Lookup and Pervasive Face Recognition

We used PimEyes to generate the information that users received about others (scraped information). Therefore, we
were particularly interested in finding out how participants perceived receiving this information via pervasive face
recognition in comparison to looking someone up using the same tools. They noted both similarities and differences
between the two functions.

“The Same as Googling Someone”—Some participants felt that receiving information about others via pervasive
face recognition was similar to looking someone up, as the same type of information is obtained. Consequently, they
viewed scraping information about others as reasonable, arguing that presenting publicly available information is not
problematic since it already exists. The following quote clearly portrays this view:

Lucy (Paid): “It’s information that’s there anyway. So if I wanted to find something out about someone, then I could go

and search it up.”

From Active Search to Passive Exposure—In contrast, the majority of the participants highlighted how receiving
pervasive face recognition-based information was, in fact, different from looking someone up based on several factors.
Firstly, they conveyed that it is not the information itself that is concerning, but rather the unpromptedness and lack of
intent. They further highlighted how the action of taking someone’s picture to look them up, as opposed to receiving
the same information via pervasive face recognition, would forego the user’s choice to perform the search:

George (Paid): “The difference is intent, isn’t it? If you get your phone out, you’re purposely making a choice there to look

someone up, and hopefully with their knowledge of it as well, because it’s quite an obvious thing to do. But here, you don’t

really have any choice.”

The example quote above highlights another important difference participants noticed, which is the discreteness
with which the action of looking someone up is executed via pervasive face recognition. Participants believed the action
of taking someone’s picture would inherently allow those individuals to object when they notice being photographed.
However, with Pervasive AR, the cameras are always-on and are more inconspicuous, as the camera would naturally be
at the position a camera would need to be to photograph an individual’s face.

The final difference participants highlighted was the speed of information delivery. They noted that manually
looking someone up takes time—you must open an app, upload a picture, and follow the steps—whereas pervasive
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face recognition completes these steps automatically and instantly, providing information within seconds and further
emphasising the unprompted nature of the delivery.

In this theme, we compiled our participants’ views on how pervasive face recognition differs from the traditional
act of looking someone up using the same tools. In the following final theme, we report our findings on behavioural
changes participants foresee for a future of widespread use of pervasive face recognition.

4.5 Future Norms

Participants believed that pervasive face recognition would alter our behaviours both positively and negatively, with
the regular use of these systems.

Shifts in How Interactions are Initiated—They conveyed that users (especially paid users) immediately showed
altered social behaviours during the In-the-Wild condition. Where they would approach non-users, directly reading the
information they receive about them from the glasses. Thus, exhibiting distorted behaviours in initiating engagements
that deviate from currently acceptable norms. This participant, who was in a non-user role, described it as:

Ava (Non): “As a non user, the users were lacking in social interaction, they’d come up to me and they’re like, ‘Oh, you

just won this award’ because they were obviously seeing [a] Google blurb, and then they didn’t offer any information about

[themselves], so they know my name, what I do, and then I have to go, cool. What’s your name?”

Further substantiating this claim, some observed that the glass-wearers appeared distracted or less engaged, focusing
more on the information delivered through the glasses than on the interaction itself. Participants also believed that
constant access to information about everyone could make people more cautious or private both in public and online,
potentially leading to social anxiety and isolation. Furthermore, participants suggested that information scraping could
prompt new behaviours, such as individuals becoming more conscious of what they post online, solely to ensure that
their self-presentation via pervasive face recognition is acceptable. Both positives and negatives of this scenario were
debated as seen below:

Smith (Non): “I think it could definitely result in people becoming more private and definitely more careful and more

secluded.”
Lili (Free): “Maybe it wouldn’t be bad, because people would be more conscious about what they are putting on social

network[s].”

Filtered Interactions—Participants expressed concerns about using the information that pervasive face recognition
users see about others tomodulate interactions, thus screening people. Participants further conveyed that the information
displayed about someone would reinforce existing prejudices in screening people out. Which was argued as both a bad
thing and a good thing. Either done for personal safety or purely due to prejudice, thus hurting social interactions and
connections.

Furthermore, participants believed this action of filtering people out in real life would lead to limited interactions and
ultimately lead to a more isolated future. When participants only interact with others who have similar views or seem
alike based on the information they read, it will lead to information silos, which are both isolating and lacking important
exposure to varying points of view. However, participants also noted that filtering interactions based on the information
received via pervasive face recognition will be deemed useful in specific contexts, such as supporting individuals who
are socially awkward or neurodivergent. By accessing information about others, these individuals could engage more
confidently in interactions and filter social encounters in ways that would allow them to remain within their comfort
Manuscript submitted to ACM



Why Do You Know That About Me?—Ethical Implications of Pervasive AR and Face Recognition 19

zones. Participants further commented on the tool being useful in environments that are designed for specific levels of
engagement, such as conferences, where everyone present would use the device for efficient networking among one
another. For example:

Ophelia (Free): “The only context that I could see them being useful and not problematic ethically would be in specific

scenarios where you wear them for a certain amount of time and everyone’s agreed to it, and you write up what information

you want people to see, [such as at] a conference.”

5 Discussion and Recommendations

To recap our motivation for this research, and its importance and timeliness: Just this year, several companies have
announced new AR devices with AI capabilities, such as the Brilliant Halo15, Snap Spectacles16, Meta Hypernova17,
and Google Gemini Glasses18. These new AR glasses are becoming increasingly more inconspicuous, showing growing
promise in being integrated with users’ everyday lives. Almost three decades ago, Rhodes [69] conceptualised the
‘Remembrance Agent’, an AR application that remembers the names of individuals a user has met. Now, Brilliant has
brought this concept to life with AR glasses equipped with an always-on multilingual AI agent that will do exactly
that19. Another recent instance of FRT being paired with AR came from a group of undergraduates who created a
pipeline between Ray-Ban Meta glasses, PimEyes and voter registration databases to then generate a profile of each
person detected via a large language model (LLM) [34]. When an invasive tool like this can be implemented in mere
days by anyone, we have to thoroughly investigate the social implications it will have on people.

In our study, we attempted to simulate a similar environment to gather both users’ and non-users’ positions on
this technology. We believe that it is through anticipatory measures that we can best ensure the responsible design
of Pervasive AR systems. We identified five themes that contribute towards the knowledge base of such social and
ethical implications of delivering pervasive face recognition-based information. All five themes indicated that the
use of Pervasive AR with FRT capabilities will alter our behaviours, thus leading to social consequences due to
asymmetry, control, self-presentation, and the adoption of new behaviours. Accordingly, we utilise Stahl et al. [81]’s
ETICA framework to systematically map the identified concerns to ethical and social implications that inform our
research questions.

RQ1: What are the ethical and social implications of role-based exchange of pervasive face recognition-
based information?—Although we implemented role-based access to mitigate users’ perceived lack of control in
pervasive face recognition [63] and to reflect existing reverse face-search engines, our findings suggest that it instead
intensified ethical and social concerns related to Stahl et al. [81]’s sub-category Digital Divides under Consequences to
Society. Specifically, it created asymmetries in information access, fostered exclusion, and ultimately reinforced the
digital divide—rather than alleviating it.

It is inevitable that a tailored technology such as Pervasive AR would result in inequalities and informational
asymmetries [24, 63, 67]. However, as clearly reported in our theme Subscription-Induced Asymmetries, role-based
access to information created asymmetries in both the information participants received and the information they
disclosed, creating a sense of power imbalance, indicating a novel social and ethical implication that we believe has not

15brilliant.xyz/products/halo
16newsroom.snap.com/launch-specs-2026
17www.roadtovr.com/meta-connect-2025-schedule-smart-glasses-metaverse/
18blog.google/products/android/android-xr-gemini-glasses-headsets/
19www.linkedin.com/posts/bobak-tavangar-29445012_i-dont-remember-his-name-what-did-activity-7360135233867800577-Tci0
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been explored in this context before. Moreover, by positioning non-users at a disadvantage without the technology,
such access exacerbates existing socioeconomic inequalities by favouring those who can afford paid subscriptions.
Nevertheless, as our participants indicated, this does not imply that paid users would necessarily be comfortable in
this pervasive face recognition future, as non-users expressed intentions to distance themselves from pervasive face
recognition users, thereby fostering stigma towards them—this hints at the re-emergence of the Google Glass “gl***holes”
[22].

RQ2: What are the ethical and social implications of receiving scraped information via pervasive face
recognition?—Collectively, the implications discussed below align with the social and ethical challenges described by
Stahl et al. [81] under the category—Impact on Individuals, especially the sub-categories of Privacy, Autonomy, Identity,
and The Treatment of Humans. Our theme, To Curate or Not to Curate, captured several concerns participants raised about
scraped information, especially concerning the threat scraped information poses to self-presentation, as it shifts control
from the individual to an internet-based dossier about themselves. Thus, scraped information-based self-presentations
risk producing portraits of individuals that are potentially inaccurate, outdated, and entirely beyond one’s control
(Autonomy). Building on this, Navigating Control highlights issues related to consent (Treatment of Humans), privacy
(Privacy), and agency (Autonomy)—not only in how one’s own information is disclosed, but also in being forced to receive
scraped information about others. Ultimately, such scraped information-based representations not only undermine
one’s ability to present oneself as they choose to, but also risk resurfacing past indiscretions (Identity). As Solove [76]
argue, although the data already exists, the creation of a dossier that creates a portrait of a person is a privacy violation.
Moreover, they state that the disclosure of truthful and accurate information about an individual that will affect how
they are judged by others, and the increased access to such public information about a person, also constitute privacy
violations [77, 78].

Besides the ethical implications discussed above that directly answer our two research questions, Stahl et al. [81]’s
guiding questions revealed several more participant concerns that reflect broader ethical and social consequences. Under
Uncertainty of Outcomes—that is, issues arising from unforeseen misuse or unintended consequences—the following
concerns participants raised pose significant ethical and social challenges: 1. potential manipulations based on received
information or dishonest curations of self-presentation which would lead to social anxiety and altered online behaviours,
and 2. distrust arising from misinformation and misidentification of individuals via pervasive face recognition. The
final category of ethical concerns we report on is Perception of Technology—these ethical and social consequences relate
to autonomous behaviours of pervasive face recognition systems, such as their unprompted delivery of information
about bystanders and their inconspicuous scanning and recognition of bystanders without requiring explicit user input.

The concern of inconspicuous scanning by Pervasive AR systems is widely discussed, particularly regarding the
privacy violations it can trigger (cf. Koelle et al. [44, 45], Wolf et al. [91]). In this work, however, we focus specifically
on the privacy issues unique to pervasive face recognition and the delivery of scraped information, rather than the
well-established concerns associated with always-on cameras. These include the social implications of continuous
data collection and sousveillance [52, 62, 68, 71, 89]—as well as the impact on bystanders, including violations of their
privacy (cf. Koelle et al. [43, 44], Zhao et al. [96]). Prior work has also shown that existing privacy indicators are largely
ineffective in mitigating such concerns (cf. Bhardwaj et al. [10], Koelle et al. [45]). Additional risks of always-on cameras
include, privacy and security vulnerabilities arising from data attacks [13, 60]. Finally, researchers have proposed several
design recommendations to address these issues, including automatically closing shutters in sensitive contexts [83],
actively notifying nearby bystanders [57], notifying them and seeking their permission [20], as well as displaying the
user’s real-time view to people in the vicinity [45].
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5.1 A Kantian Approach

Having identified these numerous ethical and social challenges, we anticipate that asymmetry and the lack of informed
consent will be the most crucial. We would boldly argue that a Kantian implementation of pervasive face recognition
systems will be considerably more acceptable than a role-based implementation (cf. Perera et al. [63]). In a broader
sense, the quality and quantity of information a pervasive face recognition user is willing to disclose would determine
the quality and quantity of information that user can receive from others. This would also implement a mechanism of
implicit consent. Such an implementation, grounded in Kantian principles of universalisability—that a moral judgment
or rule must be applicable to everyone and in every relevantly similar situation—would ensure that all individuals have
access to the same level of information rather than being led by socioeconomic standings. It will ensure a transition
from a world of public anonymity to one of symmetrical real-life social networking. Such an approach would also allow
individuals to retain a sense of autonomy and agency over their self-presentation, rather than being thrust into an
intrusive reality. Particularly, ensuring symmetry for users will, 1. ensure that users are in control of how much they
share, thus also ensuring control over their own self-presentation, and 2. in addition, empower the presentation of
users’ true selves, such as their pronouns (cf. Bonner et al. [12], O’Hagan et al. [59]). In the same vein, 3. users will have
control of first impressions, 4. users’ agency to maintain their right to anonymity will be enhanced, 5. it will support
voluntary exclusion for non-users without placing them at a disadvantage, and 6. bypass issues of unfavourable social
dynamics arising from role-based privileges such as disparities.

As briefly mentioned above, we also advocate for seeking explicit consent from individuals, as difficult as it might be
to implement this. Bystanders lacking informed consent to share their information with pervasive face recognition
users purely on the grounds of the information being publicly available pose a critical ethical issue (see Stahl et al.
[81]’s Impact on Individuals - Treatment of Humans). One should always reserve the right to control how they are
portrayed and how their data is used20. In subscribing to seeking informed consent, not only will the design address
issues around consent, but also address 1. privacy concerns relating to the processing and dissemination of personal
data, 2. concerns arising from users’ self-perceptions of feeling like intruders as the information is now willingly
shared, 3. concerns surrounding the use of scraped information, such as its validity, accuracy, and suitability in specific
contexts, 4. individuals’ sense of control in social interactions [90], and to an extent, 5. potential concerns arising from
misinformation.

Although we concur with Acquisti et al. [1] that opt-ins are an ineffective tool, given that the data required to
re-identify an individual already exists, we argue that technology designers should exercise restraint when sharing such
information that conflicts with bystanders’ preferences and should instead seek explicit consent from individuals. Further
informing this dialogue, O’Hagan et al. [59] found that, among the eleven AR activities they presented, participants rated
personal identification as one of the top three intrusions, with participants overwhelmingly preferring everyday AR
designs adopting an opt-out-by-default mechanism, with the possibility of seeking consent, rather than opt-in-by-default
mechanisms. Windl et al. [90] adopts a user-centric approach to consent in Pervasive AR, allowing designers to follow
a rigorous framework to determine the optimal consent mechanism for various environments and social scenarios.
Alternatively, Rajaram et al. [66] offer several negotiable options that achieve a compromise between the required
sensing capabilities and the privacy requirements of all stakeholders, rather than a one-size-fits-all approach, providing
a starting point for operationalising consent-based implementation of Pervasive AR systems.

20www.edps.europa.eu/data-protection/data-protection#Data-Protection
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5.2 Limitations and Future Work

Our design propositions create space for future work exploring practical mechanisms for operationalising symmetry
and informed consent in pervasive face recognition. We must stress that Pervasive AR-based research needs to be
conducted empirically, to both capture experience-based reflections, but also to proactively raise awareness of what it
means to live in a world with Pervasive AR. The early inclusion of potential future users in the dialogue is crucial to
ensuring they feel heard and respected and that this powerful technology is accepted. It is also important to recognise
that bystanders are a significant group of stakeholders in Pervasive AR research. Thus, they should be heard not only
in terms of privacy violations but also in other, more specific contexts that explore social, behavioural, and ethical
implications.

Nevertheless, there are several factors that could have impacted our results. Due to cancellations and no-shows,
each group of roles were made up of uneven numbers (non-users: 17, free: 17, paid: 20). Given that this is a mutually
exclusive study experience, we struggled to balance these numbers. However, we were still able to collect substantial
qualitative data that provided valuable insights into the social and ethical implications of pervasive face recognition
systems in the wild. Despite our best efforts, we were unable to recruit more professionals as opposed to university
students, owing to our location, which should be a valid consideration for future studies.

Although participants seemed to believe that the scraping of information was being done in real-time (as opposed to
being pre-scraped via PimEyes and stored in a local database), their involvement in session 1 to construct the training
database may have signalled that the process was simulated. At the same time, the use of actors proved to be rather
effective at creating a sense of real-time scraping as they were instructed to pose as if they were unaware of the AR
glasses scanning them or having attended a prior session. The technology probe initially had a delay of 3 s in recognising
individuals, which we managed to reduce to 1.8 s. Nevertheless, a few participants noticed this delay. This latency
resulted from the time required to query the server. In principle, if scraping were performed truly in real time—for
instance, by integrating an existing reverse-face-search engine—this delay could have been minimised. However, such
an approach was not suitable for a public setting where regular café-goers were present.

Moreover, in this study, we situated our participants in a casual café setting, with the pop-quiz task serving as an
incentive to interact. However, in more specific and charged contexts such as political rallies, a similar study would
yield different results. For example, as noted in the related work, Learned-Miller et al. [47] anticipate that FRT-enabled
surveillance could discourage people from protesting due to a loss of anonymity, thereby affecting freedom of speech.
Similarly, in different cultural settings, such as indigenous contexts, pervasive face recognition may be perceived
differently than discussed in this study. Finally, we identify that although existing ethical frameworks provide sufficient
scaffolding, we need more focused frameworks that exclusively address future ubiquitous technologies, such as Pervasive
AR, with a keen focus on social acceptability that is not limited to a device’s form factor. These limitations create
interesting avenues for exploration in future work.

6 Conclusion

The impending everyday use of context-aware Pervasive AR raises pressing social and ethical challenges that affect
both users and non-users. As evident in recent AR device launches, face recognition technology (FRT) is no longer
speculative but a likely feature of AR systems. In this study, we empirically examined the social and ethical implications
of pervasive face recognition for individuals with differently controlled levels of access and privilege to the technology.
We identified five themes that capture stakeholders’ perceptions of pervasive face recognition and its impact on social
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life, including effects on social asymmetries and disparities, self-presentation, first impressions, sense of agency, and
everyday behaviours. Drawing on these findings, we argue that future Pervasive AR systems incorporating FRT must
be designed with Kantian principles of symmetry and consent at their core, in order to prevent ethical rejection of the
technology as a whole.
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